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Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. English version is considered to be Authentic.

Q.1 (@) List types of firewalls and Explain each in brief 07

(b)  Write a short note on Distributed Intrusion Detection 07

Q.2 (a) List and briefly define categories of security services and security 07
mechanisms

(b)  List four techniques used by firewalls to control access and enforcea 07
security policy
OR
(b) List and briefly define categories of passive and active security 07
attacks
Q.3 (@) Explain the difference between Block cipher and Stream cipher. 07
Explain Playfair cipher in brief.
(b) What is Steganography? State the types of Steganography and 07
explain them.
OR
Q.3 (@) List and briefly define types of cryptanalytic attacks based on whatis 07
known to the attacker.
(b) Differentiate the term given below 07
0] Monoalphabetic cipher and Polyalphabetic cipher
(i) Diffusion and Confusion

Q.4 (a) Briefly explain single round of DES Encryption. 07
(b)  Explain RSA algorithm 07
OR
Q.4 (a) Explain Any three DES Modes of Operation 07
(b)  Explain Diffie-hellman key exchange algorithm 07
Q.5 (a) Differentiate Direct Digital Signature and Arbitrated Digital 07
Signature.
(b)  List and explain four techniques used to avoid guessable passwords. 07
OR
Q.5 () What is Digital Signature Standard? Discuss about Digital Signature 07
Algorithm
(b) Discuss four general categories of schemes for the distribution of 07

public keys.
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