Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY

DIPLOMA ENGG.- SEMESTER-VI EXAMINATION - OCTOBER 2012

Subject code: 361602 Date: 29-10-2012

Subject Name: Information Security

Time: 2:30 pm - 5:00 pm Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. English version is considered to be Authentic

Q.1 (&) Explain model for network security.
(b)  What is honeypots? Explain briefly.

Q.2 (@) Write short note : Digital Immune System
(b) List and Briefly explain types of viruses.
OR
(b) List and Briefly explain types of firewalls.

Q.3 (@) What is cryptanalysis? Explain types of attacks on encrypted
messages.
(b)  Explain playfair cipher.
OR
Q.3 (@) What is monoalphabetic cipher? Explain cryptanalysis of
monoalphabetic cipher with suitable example.
(b)  Briefly explain single round of DES encryption.

Q.4 (a) Explainany three block cipher modes of operations.
(b) Listand briefly explain ways in which secret keys can be distributed
to two communicating parties.
OR
Q.4 (a) Differentiate between link and end-to-end encryption?
(b) Explain RSA algorithm with example.

Q.5 (@) Write short note: Diffie-Hellman key Exchange.
(b) Differentiate between direct and arbitrated digital signature.
OR
Q.5 (a) Whatis Digital signature? Explain digital signature algorithm.
(b) Briefly explain public-key distribution using public-key authority.
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