Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
Diploma Engineering - SEMESTER-V ¢ Examination —- WINTER - 2014

Subject Code: 3351602 Date: 26-11-2014
Subject Name: Essentials of Network Security
Time: 10:30 am - 01:00 pm Total Marks: 70

Instructions:
1. Attempt all questions.
2. Make suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4. English version is considered to be Authentic.

Q.1 Answer any seven out of ten. 14
What is information security?

Difference between active attacks and passive attacks.
What is Steganography?

Explain Cryptography.

Difference between symmetric and asymmetric encryption.
List out five substitution techniques.

List out five Block Cipher Mode of operations.

What is the size of key and plaintext block in DES.

List out any three active attacks.

10. What is Broute Force Attack?
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Q.2 (a) Explain Confidentiality in Public key Cryptography. 03
OR
(@) Explain Authentication in Public key Cryptography. 03
(b) Explain Rectangle Technique. 03
OR
(b) Explain Caesar Cipher in detail. 03
(c) Convert plaintext to ciphertext using Playfair. 04
Plaintext: how r you. Key: Balloon
OR
(c) Convert plaintext to ciphertext using Hill Cipher. 04
2 4
Plaintext: MODI Key:
3 5
(d) Explain Security Mechanism in detail. 04
OR
(d) Explain Security Services in detail. 04
Q.3 (a Write Euclidean Algorithm. 03
OR
(@ Explain Groups and Rings. 03
(b) Explain Man in Middle Attack. 03
OR
(b) Explain Double DES in detail. 03
(c) Explain Cipher Block Chaining Mode. 04
OR
(c) Explain Counter Mode. 04
(d) Describe antivirus approaches in detail. 04
OR
(d) Describe the importance of Operating System Updates. 04
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Q.4

Q.5

(@)

(a)
(b)

(b)
(©

(a)
(b)
()
(d)

Explain Rail fence technique.
OR
Describe different anti malware and Clean up tools.
Explain Network Security Model.
OR
Explain one Round of DES in detail.
Explain Diffie-Hellman key exchange algorithm.

Explain Fiestel Structure.

Explain 8 S-box in detail.

What is passive attack? Explain any one in detail.
Explain four technique of Steganography.
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